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Avaliacao das diferentes arquiteturas

b)

disponiveis de Backup para a Nuvem: Cloud
Connector e Cloud Gateway

\

=

Objetivo: levantar requisitos e definir
melhores praticas de desempenho e
capacidade no processo de substituicao de
Backup tradicional em fita
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Backup de dados de Serv1dores flSlCOS ou
virtuais on-premises para a nuvem publica

Fora do escopo do estudo:
Backup de dados pessoais/individuais

. 4 | ce\NBIF! 1B . =\Bl!

Backup de servidores (laaS) e-sistemas (Saa$)
na nuvem publica

Archiving ou servidor de arquivos na nuvem
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ZRNEC A.; LAVBIC, D. Comparison of Cloud
vs. Tape Backup Performance and Costs
with Oracle Database. University of
Ljubljana, Eslovénia. JIOS, VOL. 35, NO. 1
2011. PP. 135-142

Abstract

Current practice of backing up data is based on using backup tapes and remote locations for
storing data. Nowadays, with the advent of cloud computing a new concept of database
backup emerges. The paper presents the possibility of making backup copies of data in the
cloud. We are mainly focused on performance and economic issues of making backups in the
cloud in comparison to traditional backups. We tested the performance and overall costs of
making backup copies of data in Oracle database using Amazon S3 and EC2 cloud services.
The costs estimation was performed on the basis of the prices published on Amazon S3 and
Amazon EC2 sites.

Keywords: computer center, bandwidth, service, cloud, performance, cost, remote location
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MKANDAWIRE S. Improving Backup and
Restore Performance for Deduplication-

based Cloud Backup Services. University of
Nebraska - Lincoln, USA. 2012

Abstract

The benefits provided by cloud computing and the space savings offered by data
deduplication make it attractive to host data storage services like backup in the cloud.
Data deduplication relies on comparing fingerprints of data chunks, and store them in the
chunk index, to identify and remove redundant data, with an ultimate goal of saving
storage space and network bandwidth.

The restore performance over the relatively low bandwidth wide area network (\WWAN)
links is another drawback in the use of cloud backup services. High speed network
connectivity is either too expensive for most organizations or reserved for special
applications. Removing redundant data before transmitting over the WAN offers a viable
option to improve network throughput during the restore operation.
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» Backup Tradicional

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

% Tape storage ! %
: Data bunker

Application Media :
servers server

Local disk

-
-------------------------------------------------------------------------------------------

» Software de Backup + Biblioteca
de fita (com armazenamento
externo) e/ou Appliance de
Backup local (Storage/Disco)
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V{CMG 3 - Motivacao
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» A fita € uma tecnologia antiga que t
se aposentar

de gerenciamento, manutencao e
principalmente seu risco € alto
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Custos do Backup em Fita

Tape is cheap right?

What comes to mind with tape What else is involved

DC space,
power

Staff Time
Tape Library

Library Maintenance

New Tape Media New Tape Media

Off-site Archive Service
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Esforco (horas) em migracao para m a
compatibilidade (apenas 2 versoes
anteriores de LTO sao compativeis pa
leitura e 1 versao para escrita)

® @ ® @ @ @ @ @
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Os Appliances de Backup (em Disco/
Storage) sao mais apropriados para
curta/meédia retencao. Alto CAPEX

Nao atendem requisitos (compliance) de
armazenamento externo.

Nao podem ser considerados como
alternativa unica de substituicao as fitas

A nao ser que possuam replicacao para outro
appliance em um Data Center diferente
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‘ Requisitos desejaveis

Processo eficiente de restore dos dados }
Otimizar o consumo do link de trafego para.a
nuvem durante o processo do backup e restore i

Implementar tecnicas eficiéncias de desduplicacao
e compressao de dados.a fim de reduzir o espaco
consumido na nuvem

Trafegar e armazenar os dados com.seguranca )
(Criptografia) para a nuvem

Possuir area de staging local on-premises, com
desduplicacao e compressao

B CRERT . S E—— \
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% Cloud Connector

Local disk

Application  Media server HTTPS/A
i servers with cloud i ;
connector —
-------------------------------------------------------------------------------------------- Internet

» Connector fornecido pelo fabricante do
software de backup (Veeam, Commvault,
Veritas, etc) ou pelo provedor de nuvem (AWS
Azure, Box, etc)

PUBLIC CLOUD

Plugin/Modulo/Agente adicional (licenciado g
nao) para nuvens publicas e privadas (S3,
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A) Softwares de Backup
VESAM ®

BACKUP & REPLICATION COMMVAULT

~ Conhgure Fealured
v GettrgStarted X | L) Whatsnew? x [l Uibraries x |
&% backup > @& Storage Resources > Bl Libraries >

b ¥ Jobs

4 E_——: Backups
%, Disk
2%, Cloud

> [ Replicas

e VERITAS

Backup ExecTM

Back Up to Disk and then Duplicate to Cloud -l B

ok || conc || b |
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B) Provedores de nuvem publica

Welcome to Backup and Sync (Step 3 of 3)

° Sign in

° My MacBook Pro

Google Drive &, oo

Sync My Drive 10 this computer

Folder location: /Users/jack/Google Drive

’ Google Drive
() Sync everything in My Drive (33 .6 GB)

(®) Sync only these folders (33.6 GB selected)

& W Pluralsite M8
4 W scHoOL 2ma >

m/\s\lxh-nh- de criacao de plano de backup
Selecionar um armazenamento na nuvem

backup ou criar uma nova

Cloud Connector

Selecionar um arMAazZenamento Na NUYem para seu

File Tools Help

T Box Backup Ver. 1.01 (Beta)
For Microsoft Azure

Container Management

Create a Backup Schedule

SAFETEC

+ Safetec Cloud Backup Account

@" Sistema de arquivos
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Normalmente ja e licenciado com o software de
backup existente: nao apresenta custo adicional

Quando disponibilizado pelos provedores de nuvem
e hosting: custo baixo

Implementacao mais simples

Possui desduplicacao/compressao apenas na area
de staging on-premises. Na nuvem o dado €
“reidratado” e consome mais espaco de
armazenamento no provedor: maior custo mensal

) - ' \
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» “A cloud gateway emulates a disk array, a'l
based device or a file server. The device is |
at the customer’s premises and it's deliverec
as a piece of hardware or as software that's |
onto hardware. They're particularly interestin
because they solve a couple of problems. Thin!
like backup, archive and file sharing are more
appropriate for cloud gateways.”

Gene Ruth
Research Director at Gartner Inc.
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» Gateway fisico ou virtual, instalado on-
premises, fornecido por fabricantes de
Storage ou software de Backup ou mesmo
pelos provedores de nuvem publica

H Cloud Gateway

------------------------------------------------------------------------------------------

Cloud Gateway PUBLIC CLOUD

Application Media
servers server dedd
Local disk ; VIRTUAL PRIVATE CLO

-------------------------------------------------------------------------------------------
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A) Provedores de nuvem publica

NN
> NI amazon

II webservices

Cloud Gateway: AWS Storage Gateway

GATEWAY-VIRTUAL TAPE LIBRARY ARCHITECTURE

/ - Customer data center \ /—@ \

AWS Storage
Gateway VM
o VTL :
2 <= > [l —p
E HTTPS l
Z ~——
AWS Gateway-VTL Virtual tape
Storage storage backed shelf backed by
Gateway service by Amazon S3 Amazon Glacier
uTrer S e
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A) Provedores de nuvem publica

> .. B Microsoft Azure

hcse2etest7 StorSimple Manager
&2 DASHBOARD DEVICES BACKUP CATALOG CONFIGURE JOBS ALERTS

Q@ aouostoractustd @ PRIMARY STORAGE USED ABSOLUTE v 1week v ()
Yeaws 1 10000200000

5557718

e@®sm@m;

- 888888 8

n 17

N
v

usage overview quick glance
Ml useo B PROVISIONED MAX. CAPACITY

169.55 T8
- sy

PRIMARY STORAGE CONSUMPTION ACROSS DEVICES 365PB0f 883018 Active

@ Change service data encryption key

TOTAL NUMBER OF DEVICES
27

PO ED

alerte
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B) Fabricantes de Storage
» DEALLEMC

— e

. ? Appharce

CloudBoost™

Appliances

Ve and manage Ak of your CloudBoost appliances.

Lappliances
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4.2 - Cloud Gateway

B) Fabricantes de Storage

» I NetAppr

o avaultideal

CONFIGURE REPORTS MAINTENANCE

Home

HELP

I NetApp

AVANZ - 4.4 - uptime 3 weeks, 3 days - Mon 15:06 GMT+0000  admin | Sign Out

Cloud and Disk 5torage Allocation

Cloud Disk
Used: B 2323GB B 2349GB
Free: B 1097 TB B 3169GE
Total: 11.00 TE (10.00 TiB) 105.55 GB

Optimization Service ©

Service: running
Status: ready
Mode:  Optimized for backup workloads

Cloud Storage Reclamation

Status: Not Running

AltaVault is running in evaluation mode. Writes to this appliance will be denied after 02:36 PM on May 23, 2015. Please contact NetApp 5ales

for more information.

System Status

Appliance Time: Monday 15:06:16 GMT
System Uptime: 24 days, 20057:42
Service Uptime: 24 days, 200:48:16

Appliance Information

Appliance: avaultideal
Model: AVAZ T wd 4 (#4591830)
Platform: EZX

Replicated Data ©

Cloud Synchronized Until: 2018/05/19 02:00:58
Time to complete replication: Data replication complete.

Storage Optimization ©

Expanded Data: 81.06 GB
Deduplicated Data: 2324 GB
Deduplication Factor: 3.49x

Cloud Information €&

Status: Connected
Provider: Amazon 53
Storage Class: standard
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C) Outras empresas/startups de
solucoes de Cloud Storage

A
ctera S NASUNI

your files. your cloud.

pangura - ISR
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Integra com os principais softwares de backups
disponibilizando uma library virtual

Maioria apenas via ethernet, sem conexao FC (SAN)

~ » Dos fabricantes de Storage ndo amarra o provedor
de nuvem publica e/ou privada a ser escolhido

Dos provedores de nuvem disponibiliza um
ambiente de DR no proprio proveedor

Fornece/requer area em disco on-premises para
staging do backup e restore rapido

-
'_ las g

B . Desduplicacdo dos dados locais e na nuvem: menor
custo de storage (CAPEX) e do provedor (OPEX)
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Otimizacao do link Sim © + Sim ©
Criptografia Sim © Sim ©
Custo de licenca Nao © Sim ®
Desduplicacao local Sim © # Sim©
Desduplicacao na nuvem Nao ® Sim ©
(reducao de custo)

Integra com varios Nao ® (somente o Sim ©
software de Backup proprio software)

Integra com varios Nao ® (somente com Sim © (compativel com
provedores de nuvem 0S principais) S3 e outros protocolos
publica e privada objetos)

Restauracao de dados Da nuvem ® On-premises e da

Nuvem (mais rapido) ©
e L. TEr—n——
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Avaliar as so[uwc;wées de backup dos dados ja
existentes na nuvem: laaS e Saa$S

Alguns produtos disponibilizam o backup
(versoes) dos arquivos, e-mails, etc por
alguns dias, porém nao atenderiam
compliance de retencao por um prazo maior.
Ex.: Office365 = 14 dias ("Microsoft takes
backups of site collections every 12 hours
and keeps these backups for 14 days®)
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Obrigado pelo seu tempo!

(11) 98970-3801

S 2 2 '
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